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Abstract
The article describes the essence of information risk insurance, the current
stages and specifics of information risk insurance. Insurance risks include insurance
risks and uninsured benefits. Cyber-attacks are classified as damages that can be
inflicted by committing cybercrimes. Information risk insurance programs are
analyzed.
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INTRODUCTION s

A new era has begun for the world community. This period is explained by the
penetration of information and communication technologies into all spheres and
networks. The daily activities of people have become closely related to information and
communication technologies. Most countries in the world have begun to introduce a
digital economy system, and these changes, ultimately, serve the well-being of mankind.
At the same time, the rapid penetration of information and communication technologies
into our daily lives poses new risks that threaten cyber security. These risks are called
cyber risks in world practice, and their negative consequences are capable of causing
harm on a global scale. It is not for nothing that UN Secretary General Antonio Guterrish
commented on this situation: "the digital economy can generate new risks, including
negative consequences associated with threats to cyber security, alleviation of illegal
economic activity, violation of privacy immunity...» . For this reason, the provision of
cyber security is becoming one of the pressing problems of the world community, and the
widespread introduction and development of cyber risk insurance in solving these
problems is considered as a promising direction.

In world practice, a number of methods and tools of the risk management system
are being scientifically investigated, aimed at ensuring cyber security, in particular,
preventing cyber risks and reducing their negative consequences. These studies focus on
the technical means of cyber security, i.e. cryptographic protection and encryption of data,
funds reservation, risk allocation (diversification), normalization (certification,
licensing). However, cyber risk insurance issues have not been sufficiently disclosed,
which is why there is a need to conduct scientific research in this direction.

Ildam steps towards further development of the information and communication
system and introduction of the digital economy in Uzbekistan, in turn, dictate the
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development of a mechanism for managing cyber security. The new Uzbekistan
development strategy for 2022-2026 defines" the development of the stock market as an
alternative resource in expanding and quality of their contribution to the account of
insurance, leasing and other financial services of new types, attracting capital and placing
free resources of enterprises, financial institutions and interests". For this reason, the
development of the cyber risk insurance system in the provision of cyber security, in
particular the need for an appropriate scientific and methodological approach in this
regard, as well as the development of regulatory documents and the improvement of
existing ones, determines the relevance of the topic of selected scientific research.

President of the Republic of Uzbekistan dated January 28, 2022 PF-60 decrees
"on the development strategy of the New Uzbekistan for 2022-2026", PF-5953 of March
2, 2020 "on the implementation of the strategy of action on the five priority areas of
development of the Republic of Uzbekistan in 2017-2021 "on the year of development of
Science, Education and digital economy", PQ-4412 of August 2, 2019"on measures to
reform the insurance market of the Republic of Uzbekistan and ensure its rapid
development, as well as in the implementation of the tasks set out in other regulatory legal
acts related to this area, the work of this dissertation serves at the Muay Thai level.

The sharp progress of digital technologies in the world is the impetus for the
widespread introduction of the digital economy. The changes that are taking place create
high efficiency and convenience for both the state and the subjects of the economy. For
this reason, world countries are making consistent efforts towards the transition to a
digital economy.

In recent years, the implementation of the concept and programs of transition to
an informed society in most developed countries, in particular in the United States, Great
Britain, Germany, France, Japan, Italy, Canada, Finland and Denmark, has been a
priority. The only goal of this movement is to be among the pioneers in the world
community. For this reason, the principle of transition to a "digital economy"is also
observed in the world community. The basis of this principle is the fact that on the basis
of convergence of informatization, telecommunications and computer technologies, the
most modern and effective means of transmitting information and delivering it to the
consumer are coming to the world.

Currently, the difference between developing countries from developed ones is
primarily determined by the scarcity of knowledge and new technologies, while the
scarcity of capital remains secondary. After all, world practice shows that the
development of information and Communication Technologies is a key factor in creating
a wide range of opportunities for increasing the competitiveness of the country, collecting
and generalizing information in a large stream, and organizing management at a strategic
level.

For example, the state of Singapore and similar countries called Asia's "Little
Dragons" or "Asian tigers", such as South Korea, Taiwan, Malaysia, have a sharp
development of the economy in recent years and the recognition of these countries as one
of Asia's fastest-growing countries, above all, is directly related to the development of
information and communication technologies.
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To assess how much the importance and impact of digitization is increasing, it is
enough to see the share of the world market capitalization of several large technological
companies and digital platforms of the last decade. In particular, as noted in the data of
the UN conference on trade and development, this figure was 16% in 2009, while by the
end of 2018 it was 56%.

According to the data, more than 9% of the global GDP in 2020 corresponds to
the contribution of ICT. It can be seen from this that modern information technology and
software products, as one of the profitable sectors, are becoming one of the most
important sectors in the development of the state economy.

According to experts from the World Bank, today all world countries are
experiencing a "digital revolution”. They put forward a number of conclusions in this
regard:

1. The wide development of the Internet, cellular and information and

Communication Technologies serves as an important factor in the formation of

the digital economy.

2. The digital economy is rapidly developing in many countries of the world.

3. The digital economy leads to a radical positive change in the image of the world.

In fact, 20 years ago, only 4.1 percent of the world's population had access to the
Internet. As of 2019, the number of users of the global network is 4.5 billion. exceeded
the threshold. This means 58.8 percent of the world population .

In Uzbekistan, as of December 31, 2022, 31 million. more than a person is using
the Internet. This figure is 29.5 million. includes mobile internet users (see Figure 1).
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Figure 1. Total number of internet users in Uzbekistan

From the image data, we can see that the number of Internet users in Uzbekistan
has increased by 5.1 times for 10 years.

From the statistics presented, it can be concluded that humanity is stepping into a
new age of its development. Of course, as in most areas of human activity informed
society is formed, new risks are emerging corresponding to its directions in accordance
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with the acceleration of the transition process to the digital economy and the sharp
development of information and communication technologies, and these risks are
generating a large amount of economic losses.

Over the past 20 years, the concepts of "information risks™ or "cyber risks™ have
become more frequent in scientific literature and other sources. However, there is still no
clear and complete interpretation accepted by the majority of researchers and practitioners
on these terms. The need to understand this term and concepts as an important economic
category has arisen. To do this, first of all, we consider it advisable to analyze the concept
of "risk".

Risk is also a philosophical, Ham historical, Ham economic category.

Risk is formed from the earliest age of human development, the appearance in a
person of a feeling of fear of the possible danger. That is, the risk is from very old
categories. Previously, risk control was limited. A person was not able to determine the
reasons for the occurrence of a risk, was not able to anticipate and defend threatening
risks.

Without knowing the risks, without learning to deal with them wisely, we cannot
go the right way in life. Each of us realizes the risk around us in our own way. Whereas,
the doctrine of risk should be deeply understood by every specialist.

The word" Risk "is derived from the French" risqué "or Italian" risico™. This
statement antagonizes the probability of events that have negative consequences as a
result of certain decisions or actions.

All risks in general are random, and this randomness is explained by their random
nature and the absence of prior information about these phenomena. Information
abstraction is the only basis for a person for the randomness of a phenomenon. In general,
risk is associated with information abstraction and probability, which can lead to negative
consequences.

Any risk is associated with at least one of the four factors for which the source
and cause are calculated. They include:

1. Information factor. Unlike other factors, the information factor is necessarily
involved in each risky event. Because the occurrence of any risk is associated with
a state of lack of information.

2. The human factor. Risk events can be caused by actions that a person performs in
a conscious way or without realizing it. Even a specialist with sufficient education
can make a wrong decision or perform unacceptable actions, which creates the
possibility of causing the risk to occur.

3. Technical factors. The main part of risky phenomena is associated with technical
systems, technological processes, which are considered the product of human
activity. Man-made accidents, environmental disasters and a number of other
extremely destructive phenomena are the consequences of the influence of
technical factors.

4. Nature. Natural phenomena, fauna and flora are not perfectly studied by man even
today. Man is helpless in the face of natural phenomena. It is not possible to
predict a significant part of them correctly and in time to the khanuz.

All aspects of human development have consisted in preventing, fighting the risks
that are likely to happen here. This movement has gained special importance especially

International Journal of Artificial Intelligence for Digital 18 | Page



in recent centuries. The level of risks that could negatively affect the life of a Zero person,
especially his economic activity, has increased. This is why, by the 90s of the last century,
the need arose to create methodological foundations for the development of economic
decisions, taking into account uncertainty and risk factors. On this basis, a completely
new science of riskology was formed.

Riskology is a science that studies the scientific foundations of material or
economic damage to the areas of human activity of various random phenomena.

The task of this science is to create an improved mechanism for modeling,
forecasting and managing risks at the core of deep analysis on a scientific basis.

In recent years, with the development of the science of riskology, two different
views on risks have been formed. That is, to put it simply, risk it began to be understood
as a process that gives a negative or positive result. The reason for such a tariff to risk,
depending on the outcome of the occurrence of risks, they are divided into two large
groups, pure and artificial (speculative) risks.

Net risks indicate the probability of obtaining negative or unchanged (zero)
results. The following can be attributed to such risks: part of natural, political, transport
and commercial risks (property, production and trade).

The occurrence of artificial risks represents the probability of obtaining both
negative and positive results. Such risks include financial risks that are part of commercial
risk.

Risk is an integral and mandatory element of the economic process, and this is an
objective law. Therefore, depending on the degree of risk, it is possible to influence
through the appropriate mechanism. Such an effect is carried out using risk-management
methods and individual financial strategies.

The concept of "cyber risk™ does not yet have its full definition in the literature.
There are different opinions on this matter. Some in this regard understand mainly the
protection of information from various influences, while others associate information risk
with computer security. Another associates this issue with a specialist who is the head
link of the information system and understands the risks that arise as a result of his error.

In our opinion, "cyber risk" is understood as the risk of loss and/or additional costs
in the result of illegal actions of third parties in relation to computer and information
systems or networks, communication systems, information resources carried out through
ICT.

Cyber risks can be divided into two large groups.

1. Theft of information by employees or competitors;

2. Loss of information as a result of a technical failure in information

transmission channels.

The above cyber risk groups broadly take into their composition the following:

- effects of viruses;

- the influence of computer attacks, that is, of hackers and similar unsuspecting
individuals who carry out actions with a certain interest from the external
environment;

- damage caused by improper actions of employees of the enterprise;

- damage caused by theft of enterprise secrets and confidential information;

International Journal of Artificial Intelligence for Digital 19 | Page



- damage caused by errors that may be allowed in the installation, creation and
operation of information technical tools and systems;
- the damage caused by the failure of various information programs, etc.
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